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Policy
Good Samaritan College of Nursing and Health Science (GSC) focuses on the detection
and prevention of identity theft, in accordance with the Federal Trade Commission’s Red
Flags Rule. Employees are expected to report observed or suspected identity theft “red
flags” immediately to the Registrar who will notify the appropriate authorities. GSC, as a
subsidiary of TriHealth, adheres to TriHealth Corporate Compliance: Identity Theft
Program policy CC14.00.08. The College policy applies to student academic records and
information rather than the TriHealth patient information. The TriHealth Corporate
policy
is
located
on
LinkNet
under
Corporate
Policies
http://sourcenet.trihealth.com/trihealth/corp-admin/corp-policies/.
Under the Federal Educational Rights and Privacy Act of 1974 (FERPA), the college
recognizes the rights of its students when it comes to sharing data that is personally
identifiable to an individual student.
Detecting Red Flags
The protection of identity theft can be related to some items that as “stand alone” are not
personally identifiable but become personally identifiable once they are linked to one or
more of the defined personally identifiable categories or those items considered
“directory information”.
Good Samaritan College of Nursing and Health Science identified items that can be
linked with personally identifiable or directory information to enable identity theft and/or
fraud. Conflicting information among the following items, in addition to what is stated in
the TriHealth policy, are of particular focus. They are social security numbers, date of
birth, credit card and checking account numbers.

Responding to Red Flags and Mitigating Identity Theft
In the event College staff detects identified Red Flags, TriHealth policy will be followed.
Other appropriate authorities, as outlined by the Department of Education regulations,
may be notified (i.e., Office of Inspector General (OIG)).
Responsibility
Enrollment Management is directly responsible for the protection of all data that could
lead to identity theft/fraud.
Staff Training and Reporting
1. Staff training shall be conducted for all employees for whom it is reasonably
foreseeable that they may come into contact with Red Flags. Information from the
College will be shared with appropriate TriHealth Corporate employees.
2. To ensure maximum effectiveness, employees may continue to receive additional
training as changes to the Identity Theft Program are made.
Periodic Updates to Identity Theft Program
This Program will be re-evaluated periodically to ensure that the Program, including the
Red Flags determined to be relevant, is up to date and reflects changes in risks to students
and the safety and soundness of TriHealth from identity theft.
Service Provider Agreements
Four separate software packages are used within the College which contains personally
identifiable student data that could lead to identity theft and/or fraud. They are SonisWeb
(student database software), ImageNow (scanning software), PowerFAIDS (Student
Financial Aid), and Moodle (online courses). The Contents of data stored in the software
is available to college personnel on a “need to know” basis. Security access to these
software packages are maintained by the GSC IT Department. ImageNow is also utilized
by TriHealth Accounting, and is again, regulated on a “need to know” basis in
accordance with TriHealth Accounting policies and procedures.

